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FTKENTERPRI3E.1¢ RELEASE NOTES

Overview

Exterro was founded with the simple vision that applying the concepts of process optimization and data science to
how companies manageigital information and respond to litigation would drive more successful outcomes at a
lower cost. We remain committed to this vision today. We deliver a fully integrated Legal GRC platform that enables
our clients to address their privacy, regulatoryngaiance, digital forensics, and litigation risks more effectively and
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and government agencies work smarter, more efficiently, and supperRiile of Law.

1 New Features & Enhancements

1. FTK now supports ABBYY FineReader OCR engines in addition to LeadTools.

Note: Refer to ABBYY installation and configuration in thiaiiBle. (Contactsales@exterro.corfor more

information). (FCI894)

OCR Options X
~Engine — : — Filtering Options
(" LeadTools (s Abbyy FineReader [V Restrict file size
Minimum size (bytes) | 5120
—ngg:m Maximum size (bytes) [ 2147483647
[~ Only OCR PDF's with filtered I™ Restrict to B&W and Grayscale
text size smaller than
: rlanguage(s) ————————
Arabic (Saudi Arabia) ~
Armenian (Eastern)
- File Types Armenian (Grabar) Q

v TIFF Armenian (Western) :
Azeri (Latin)

V pec Bashkir
Bulgarian

v BvP Catdlon
Croatian

v PNG bahinrs

v GIF Danish
Dutch

V¥ Uncommon English

(PCX, TGA, PSD, PCD, etc.) Estonian v
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2. FTK has been enhanced to allow Offline Language Translation:
1 RWS Offline Language Translation is now supported~foR[234):

o Documents

0 Presentations
0 Spreadsheets
o Email
0 Graphics
Language Translation *
Document Types To Process
V¥ Documents
[V Presentations
¥ Spreadsheets
¥ Email
v Graphics
|—Target Language |
Configure Language Translation Server X
Server URL: I
Port number: I
AP Key: |

If you have an active RWS SDL license, language identification and translation can be enabled within FTK

and FTK Plus.

Note: Refer to RWS installation and configuration in thigaKiBle. (Contackales@exterro.corfor more

information).

3. FTK has been given performance enhancements
I Case Loading Times haween reduced. (FCRLOO)
1 Improved Processing Speeds for ZIP files.-(lBBR)
1 Improved Processing Speeds for MBOX files.-@8CR
1 Improved Indexing Speed$CR590)
1 Improved Speed when Opening Cases for the first time in FTK after a user halaigged then logged in.
(FCRL545)
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4. FTK supports ingestion and processing of Virtual Machine Backup$4B2RFCR7):

1 VDI

1 VMDK
1 VHD
1 VHDX

5. FTK has been enhanced to parse/process/view new OS X artifacts

1 Browser Data and Browser Files from SafdRrCR804)

0 AutoPlay Sites o0 Cloud Tabs

o Downloads 0 History

0 Site Preferences o0 Top Sites

0 AutoFill Correction Files o Cache Index Files
0 Cloud AutoFill Files 0 Cloud Tabs File

o Downloads File o0 History File

0 Site Preferences 0 Top Sites File

/" ntemet |

[#- =) Web Page Category (0/0)
[}« Internet/Chat Files ( 4,138 / 4,138 )
[ ) Chrome Browser ( 3,108 /3,108 )
B}~ ) iMessage (2/2)
E|'_JMoziaFles(51/51)
[} Safari Browser (977 /977)
EI ~J Safari Browser Data ( 790 / 790)
- =) AutoPlay Sites (495 / 495)
) Bookmarks (40 /40)
»»»»» ~J Cache Index Data ( 160 / 160)
) Cloud Tabs (2/2)
- wj Downloads (2/2)
- Favicons ( 24/ 24)
- History (28 / 28)
- Search Description Data (4 /4)
) Site Preferences (11/11)
i g Top Sites (24 /24)
& ) Safari Browser Files ( 187 / 187)
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f HEICImages! yS¢g LINRPOS&daaAy3d 2LWA2ys a4l 9L/ [ 2y@SNEAZ2YE
images in FTK. (F2R)

= Evidence Processing

Generate File Hashes (flag dupiicates)
Evidence [ MD5 Hash ¥ Flag Duplicate Files
Processing [V SHA-1Hash 1N KFF =
[™ 5HA-256 Hash I™ PhotoDNA
@ ¥ Expand Compound Files Expansion Options.
& Takes extra tine to expand Ales e emai boxes, s and OLE documents.
@ [~ Expand Compound Image Files
Evidence @ Enhanced File Identification
Refinement ¥ Fie Signature fnalysis @) ¥ Enable File Encryption Detection
(Advanced) ! . "

[ Flag Bad Extensions
™ Entropy Test
s [V Search Text Index Indexing Options. |

[¥ Create Thumbnails for Graphics | [ HEIC Conversion

I™ Create Thumbnails for Videos T Gp e
Index

[™ Generate Common Video File YiHEs OptanE

Refinement

(Advanced) @ EXFF for Videos
[~ HTML File Listing I™ CSVFile Listing
@1 DataCarve (CErTE Op o
' @ Meta Carve
© [~ Optical Character Recogrition OEROpGS,
) I~ Explicit Image Detection EIDGpHE
hw;gt'_::"" [~ Registry Reparts [E:iFragram ... iR5R Templtes |
[V Indude Deleted Files
= Cerberus Analysis Cerberi Optitns
[™ Send Email Alert on Job Completion Effi=i e O EHETEe
Q I” Decrypt Dell Encryption Files Dl Erfery o Server et g,
[ Process Intemnet Browser History for Visualization
Custom File I~ Perform Automatic Decryption DEcrypHoT Passvatds
Identification [™ Language Identification -l N e
[T Language Translation (ErEiEaE T are Se CRE A,
I™ Document Content Analysis e el
I™ Entity Extraction (Doc. Content) EEDpHoE.
|- ’ V¥ Generate System Summary
[™ Persons of Interest e D A
Event Audit [V Enable Conversation Threading
Log = @ indicates aptions that require extra processing time
Prafie: |Forensic Processing = Save user profie... | oK cancel_ |

1 iWork 10.13 (and later) documents Users can now review iWork files natively in FTK Plus and FTK Central.
While FTK cannot do this ratly, it can view the resultant files within the viewer once conversions have

completed.(FCR40)

Note: Refer to the View iWork Files in FTK Plus/Central using thisid{® Refer to Viewing iWork Files in
this KBarticle.

© Exterro, IncAll rights reserved. Www.exterro.com 6



http://www.exterro.com/
https://exterro.freshdesk.com/a/solutions/articles/69000764455
https://exterro.freshdesk.com/a/solutions/articles/69000764455

FTKENTERPRIZE.1¢ RELEASE NOTES ACCESSDATA

anexterro company

f  OS X System Informatioq By usiy the existinghe da DSY SNJ S {@adGSY {dzYYl NE¢
system information can be viewed in the System Summary tab. Associated column sets can be found in the
OS Information column group. Refer to the full list of supported OS X System Ititorimathis KBarticle
(FCRL210) (FCR056)

System Summary | 4 b File List
a1 - FPET A2 &8 W [~ | @ © | [0 [apps - Instaled Ma) ] [iF X 40*
3¢ System Summery (7,516 /7,516) @ |4 Name [ Label [1tem # [ iUser Name [ i Appication Name ~
E\E mﬁmﬁ“ﬁ’m““m CI[2) About This Machmi 899001  Allusers About This Mac
T3 ArDrop Background Activity (2/2) (2 About This Mac.htm 899123 Allusers About This Mac
Y2 ArDrop Discoverabiity ( 73 /73) (2] Activity Monitor.html 899002  Allusers Activity Monitor
T2 Bluetooth Devices (9 /9) (2] Activity Monitor.html 899071  Allusers Activity Monitor
T2 Peripheral Device Information (91/91) (2 Activity Monitor.html 899228  Allusers Activity Monitor
T2 USB Connections History ( 125/ 125) (2] Addprinter.html 899124  Allusers AddPrinter
=13 MAC Applications ( 2,993 /2,993) Duﬂ AddressBookUrlForward... 899125 All users AddressBookUrlForwarde
13 MAC Apps Docki Downloads Items (46 / 46) (2 ArPlayutAgent.html 899126  Allusers AirPlayUlAgent
MAC Apps Installed ( 276 / 276 ) D;ﬁ] AirPort Base Station Ag... 899127 All users AirPort Base Station Age!
13 MAC Apps KnowledgeC Apps Activites (64 /64) (@) ArPort Utity.htmi 899003  Allusers AirPort Utiity
T# MAC Apps KnowledgeC Apps Usages (20 / 20) [1[2) AirPort Utiity.html 899072  Allusers AirPort Utiity

T3 MAC Apps KnowledgeC_Apps Focus (389 /389)
12 MAC Apps MenuBar Apps (6 /6)
‘T2 MAC Apps Permission (9 /9)
18 MAC Apps Resumed Apps (8 /8)
T2 MAC Apps StartUp Items ( 2,175/ 2,175)
=12 MAC Browsers ( 195/ 195)
T8 Cookies ( 160/ 160)
13 Credentials (1/1)
13 Downloads (4/4)
13 Keyword Searches (24/24)
@12 URLs (6/6)
=13 MAC Networks (39/39)
T8 Network Interface Status - MAC (17/17)
1% Network Interfaces - MAC (21/21)
T2 Network Profile -MAC (1/1)
=12 MAC Operating System Info ( 13/ 13)
12 Apple Accounts (12/12)
1% Deleted Accounts (1/1)
=12 MACRecentFiles (41/41)
T8 Bash/zSH Sessions (1/1)
& Finder MRU -MAC (40 /40)
=12 Other KnowledgeC, Powerlog and Logs Data ( 3,934/ 3,934)
13 Daily Logs - Disk Status (5/5)
12 Daily Logs - Local System Status (1/1)
13 KnowledgeC Activity Level ( 313 /313)
T3 KnowledgeC Screen Backight States ( 243 / 243)
1% PowerLog Battery Level ( 1,298 / 1,298)
T3 PowerLog Process Data Usage ( 2,055 / 2,055)
13 PowerLog Timezone Information ( 19/ 19)

AirPort Utility, html 899229 All users AirPort Utility

All My Files. html 899024  Allusers All My Files

All My Files.html 899153 All users All My Files

App Store.html 899004 All users App Store

App Store.html 899073  Allusers App Store

AppleFileServer.html 899128  Allusers AppleFileServer

AppleScript Utility. html 899129 All users AppleScript Utlity

Application Stub.html 899007 All users Application Stub

Application Stub.html 895075 All users Application Stub

Archive Utiity.html 899005  Allusers Archive Utlity

Archive Utility.html 899130  Allusers Archive Utlity

Audio MIDI Setup. htm! 859006 All users Audio MIDI Setup

Audio MIDI Setup. htm! 899074  Allusers Audio MIDI Setup

Audio MIDI Setup.html 899230 All users Audio MIDI Setup

Automator Installer.htm! 899132 All users Automator Installer

AVB Audio Configuratio... 899133 All users AVB Audio Configuration

Bluetooth File Exchange... 899008 All users Bluetooth File Exchange

Bluetooth File Exchange... 899076 All users Bluetooth File Exchange

Bluetooth File Exd\ange.l} 899231  Allusers Bluetooth File Exchange

Bluetooth Setup Assista... 899134 All users Bluetooth Setup Assistan

BluetoothUIServer. html 899135  Allusers BluetoothUIServer

Books. html 899009  Allusers Books

Books.html 899077  Allusers Books

Boot Camp Assistant.html 899010 All users Boot Camp Assistant

Boot Camp Assistant.html 899078 All users Boot Camp Assistant

Boot Camp Assistant.html 899232  Allusers Boot Camp Assistant

Calaulator.html 899011 All users Calculator

Calaiator.html 899079  Allusers Calculator

Calendar.html 899012  Allusers Calendar

Calendar.html 899080  Allusers Calendar

CalendarFileHandler .htmi 899136  Allusers CalendarFileHandler

Captive Network Assist... 899137  Allusers Captive Network Assistar

Certificate Assistant.html 899138 All users Certificate Assistant

Chess.html 899013  Allusers Chess A
>

~0000000000000000000000000000000000
BV VDI DD DD DD DD D DD DD D DD

9 Outlook for Mac¢ FTK now supports parsing of emails from Outlook fac2012¢ 2019). OLK/OLM
formats change constantland hence If your OLK version is not parsed as expected, please contact

support@exterro.com(FCRL151)
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1 EMLXc¢ EMLX files are now fully supported to parse and display Email signatures, appointments and

attachments appropriately in the Email tab. (F€E

/" Email ltems 4

EI--E Email Status

| Email Attachments { 676 / 676 )
E Email Related Items (From Email) { 4,119 /4,119 )
0@ Email Reply ( 2,141 /2,141 )

8= Email Archives

(=[] Email by Date

- (] Submitted ( 3,437/ 3,437 )

[#-[5] Delivered ( 3,431 / 3,431)

(=1-=] Email Addresses

-0 Senders [From] ( 3,437 /3,437 )
=& Recipients [To, CC, BCC] ( 3,436 / 3,436 )
=-E= Email { 3,444 [ 3,444 )

Appointment ( 5/ 5 )

Email Signature {2/ 2 )

L[] Text Internet Email (3,437 /3,437 )

o T 0%

FEl® 8 D 2]

|~ Hame | Label |tem # [From [To | subject | submit Time | Delit
(&= invite.ics 12755
[C]E= ._mail Attachment.ics 12735
[ invite.ics 5822
[ invite.ics 13342

Mail Attachment.ics

<
Loaded: 5 Filtered: 5 Total: 5 Highlighted: 1 Checked: 0
File Content
j Natural |
Dial by your location ~ O
+1 253 215 8782 US (Tacoma) ¥
+1 301 715 8592 US (Washington DC) -
+1 312 626 6799 US (Chicago) v | Z
+1 346 248 7799 US (Houston) 2 "’A
+1 669 900 6833 LIS (San Tose) s
WWW.exterro.com 8
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1 MacAgent has been given performance/optimization enhancements:

1 Port Default¢ The Agent is now configured to run on port 3999 by default. {44TR
9 Customized Collection NameMacAgent collections can now be given a customized name. Previously, all

OS X collections were automatically named after its GUID-462)R

° Mac Agent Collection - [m] x

10.0.2.21 v ‘ ‘ | @ Connected ‘ Live Preview Acquire Logical Drive

AgentDetails : Name ads-MacBook-Pro-2 IP Address File Index On Number of Cores 1 Processor  Intel(R) Core(TM) i9-10885H CPU @ 2.40GHz  Processor Count 2 RAM 4096 MB

‘ Search Files ‘O\ Advanced Search

Name Y Date Modified Y |Type T |Size Y | Date Created v Preview

‘Dﬁ\me\ﬂj\al\hty (65) v

]

Info.plist 2020/01/01 12:00:00 AM  LIST 19.92 KB 2020/01/01 12:00:00 AM

/Applications/Safari.app/Contents/Pluglns/CacheDelete

/A ions/Safari.app/Cc Pluglns/CacheDelete

/Applications/Safari.app/Contents/Pluglns/DiagnosticE»

/Applications/Safari.app/Contents/Plugins/Safari.wkbur

Al ions/Safari.app/Cc Pluglns/SafariQuickL

/Applications/Safari.app/Contents/_CodeSignature

Al ions/Safari.app/Cc lacOS

/Applications/Safari.app/Cc Pluglns

/Applications/Safari.app/Contents/Resources

/Applications/Safari.app/Contents/XPCServices

/Applications/Safari.app/Contents

/Applications/Safari.app

/Applications/Utilities

NITNINN RN AR R R R RS
T F R FR F R F R R R R P R R B

/Applications

o | [+]

‘ ‘ Enter File Name ‘ [ Acquire Files/Folders Clear Selected Clear All

1 ResourceConsumption Optimizationg The agent no longer utilizes all available resources during

collections.(FCRL815)

© Exterro, IncAll rights reserved. Www.exterro.com 9
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1 Family Panet Portable cases now feature the Related panel with Email Conversations, Family and Similar.
(QR978)

@ FTK Pius Offline

FTK Plus Offline

Viewer Properties

Explore Offine Data File  Cax

Be Type |1 * | Viewer | Default - o
Find: | 1 LA v
~ |||/ @Email Count: 1 Attachment Count: 0
macOS was granted access to your Google account B 1398 coosl o ool 2021.05-02 12:09:34.0002
oogle <no-r accounts.google.coms, -09- :09:34.000.
g Pt T Py 9
If you did not grant access, you should check this activity and secure your account.
activity]
scurity activity at
com/notifications
You received this amad ta lat you know about important changes to your Gaogle Account and services
© 2021 Goegle LLC, 1600 Amphitheatre Parkway, Mountam View, CA 94043, USA
~ ||| Famity v 4 ox
@ o . [Object|d T Caseld T Object Nam T Object Path vy =
1 5 - .o
item List x o1 & AppleN
. 1002 &5 va
T | FileType From T
1004 65 _MACOSX
Text Internet Email | “Belkasoft” <newsletter@belkasoft.com>
1338 A5 TIT4R pmix A R - AR 2t TR
Text Intemet Email | physical-mabile-forensics@googlegroups.com on behalf of “datamunc...@gmail.com” <datamunchercoded @gmail.com> B 12380 Page Size| 50 v| 18 < |pagelt of248 > | C
Text Internet Email | physical-mobile-forensics@googlegroups.com on behalf of *sully..@gmailcom” <sullystacey@gmail.com:>
Similar vix
Text Internet Email | physi ile-for @googlegroups.com on behalf of “JoAnn Gibb, CFS, Ohio BCI® <jgibbS5@gmail com>
II: Pivot T |Objectld Y ObjectName T | Cluster Distance Score T Object Path 4
Text Internet Email | physical-mobil s.com on behalf of Aaron Roberts <ezraa123@gmail.com>
Text Intemet Email | Google <no-reply@accounts.google.com> ‘
Text Internet Email | physical-mobile-forensics@googlegroups.com on behalf of Shot Glass <shotglass7@gmail com >
Text Internet Email | physical-mabile-forensics@googlegroups.com on behalf of F Somers <fsomers2734@gmail.com> .
« .
1313437 Page Size | 50 v 1e ¢ |pagen ofgg > o1 @ m

1 Last Used Export PatltswWhile trying to performan exportin a portable case, théExport Path field will be

auto-populated with the folder path that was used for the previous export operation. 38R

9 Customized Layoutg During portable case creation, customized layouts are now exported with the case.
(FCRB31)

1 Case Nameg Case names will nobe displayed while reviewing a portable case. (B€%

91 Application Scaling, Files present in a portable case will now be automatically scaled to fit your screen. (FCR

636)

7. You can now edit the names of screen captures present in FTK re{pa#h89)

© Exterro, IncAll rights reserved.
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8. FTK has been enhanced to further parse/process the following artifacts:

1 Windows Event Loge Event logs are now categorized in the System Summary tab-54)R

0 Remote Desktop Protocol o0 Power Events

o0 Account Management Events 0 Login/Logout everst

0 Shared Objects Events 0 Scheduled Task Events

0 Audit Policy Change Events 0 Windows Service Events

o0 PowerShell Events 0 Wireless LAN Auditing Events
0 Process Tracking 0 USB Mass Storage Events

o Other Events
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