ACCESSDATA SUPPLEMENTAL APPENDIX

Understanding the UserAssist Registry Key

The purpose of this appendix is to explain some of the functionality of
the UserAssist Key and how it might relate to artifact evidence found in
the registry. At the time of this writing, the information contained in this
paper is not published by Microsoft and is based on personal research.
As such, please consider validating these results prior to relying on them
as the basis for any conclusions. Please keep in mind that as with all
Windows artifact behavior, the information contained in this appendix is
subject to change at any time. In addition to the conditions stated below,
there may be additional user actions that could contribute to these
entries.

The following information is based on a new install of Windows XP-SP2
with all critical security updates installed as of July 2006.

THE BASICS
As shown in the figure above, the Start menu has a “UserAssist” area that
holds shortcuts to applications most frequently used. This area is
automatically populated from the UserAssist Key described below. Users
can also manually place shortcuts above this area in a location referred
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to here as the “user-definable” area. They can do so by dragging the
shortcut to this area or through options described below.

Dragging a shortcut from the UserAssist area to the user-definable area
will remove the shortcut from the UserAssist area in the Start menu, but
do so will not remove the entry from the UserAssist Key described below.
Removing an item from either the UserAssist area or the user-definable
area (right-click > Remove) will delete the corresponding entries from
the UserAssist Key.

The number of UserAssist entries displayed in the Start menu can vary
depending on how much room is available to display them; however,
entries continue to be created and updated in the UserAssist Key.

One obvious side effect of this feature is that the UserAssist key tracks
the use of applications as well as shortcuts and other items. These are
tracked by both frequency (total uses) as well as when they were last
used.

The UserAssist registry key resides in the NTUSER.DAT file on disk at
Software\Microsoft\Windows \CurrentVersion\Explorer\UserAssist

or, in the live registry, at

HEKCU\Software\Microsoft\Windows
\CurrentVersion\Explorer\UserAssist

=-[27 Userassist
— D {SERABTE0-7743-1 LCF-A12B-008A004AES37H

= Court

— D {75043700-EF1F-1 1D0-9553-006097DEACFI T
[ Count

At this location you will find two GUID numbers, as shown in the figure.
These GUIDs will be discussed individually. It is important to note that
these numbers are globally unique and are the same across platforms.
Inside each GUID is a key named Count, which holds the actual
information discussed in this appendix.

Natively, the information in the Count key is obfuscated using a method
called ROT13. In this method, the alphanumeric characters are rotated
13 spaces (N=A, O=B, and so on).

ZR._EHACY Qbphzragf nag FroggvatfSebgb OnttvafiErpragigrna_vwbegebbgf wek, vax
@{HRZR_EHP.C'-.-‘QY:Q:'I,Ql:uphzragf naq FrggvatflSebgb Ontkvaf\Erpragifnhebafgrfzgbo,wet vax
E{HRER_EHP.C'-IQY:Q:'I,Ql:uphzragf naq FrggvatflSebgb Ontkvaf\Erpraglswagyatyrttl wct wax
@{HRZR_EHAC'U‘QY:Q:'I,Ql:uphzragf naq FrggvatflSebgb OntkvafErpragh 040102 _ryserg.mck . wax

E{HRZR_EHAC'-IQY:Q:'I,Ql:uphzragf naq FrggvatflSebgb Ontbvaf\Erpragh ybecvk, vax
E{HRER_EHAC'-;‘QY:Q:'I,thhzragf naq FrggvatfSebgb Ontkvaf\Erpragitbyyvhz_sbhag_arzb.wck. vax
E{HRZR_EHAC'-.-‘QH":Q:'I,Ql:uphzragf naq FroggvatfSebgb OntbvafiErpraghobfu_jnebspbrywgvba, wekvax
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By adding a Settings key to the UserAssist area, then adding a value to that
key named NoEncrypt, you can disable the UserAssist obfuscation by setting
that value to 1. After making these keys, you must delete each GUID. The
GUIDs will be re-created when you reboot, and any added values will be
“plain-text”. This will give a better understanding of what occurs in this key.

Important: Do not attempt this procedure unless you are familiar with registry
editing and have backed up your registry.

+1-[_7] User shell Folders Type Daka

= D Userassisk (D

i REG_5Z {value nok set)

+- 7 {SE6ABFE0-7743-11CF-A126-00AA0048EG37} B HoEncrvpt Sl BFHERD 0X00000001 £1)
(11 {75045700-EF 1F-1100-95858-006097DEACFS} -

a Setkings

Note: The GUID values in this key can be deleted and will be re-created upon
user login.

75048700-EF1F-11D0-9888-006097DEACF?/COUNT

{DeFauIt} REG_SZ {value not set)
UEME_CTLCUF'.CDLInt:l:tDr REG_BINARY 00 00 00 00 02 a0 00 00 Q0 00 00 o oo 00 0o 0o

LIEME_CTLSESSION REG_BIMARY 00 00 00 00 00 00 00 0d

When the Count key under the GUID ending ACF9 is initially created, the
key holds two values. As shown in the figure above, these values are
UEME_CTLCUACount:ctor and UEME_CTLSESSION.

The first value UEME_CTLCUACount:ctor, does not seem to increment or
change with time or use of this key. Research is still being conducted on its
actual function.

The second value, UEME_CTLSESSION, is an eight-byte value divided into
two four-byte segments (DWORDs). These two segments will be referred to
here as the Session Number and the Session Date/Time. The
UEME_CTLSESSION value will be discussed later in this appendix. For now,
it is important to know that the Session Number DWORD is responsible for
setting the first four bytes (DWORD) of any values placed in this key. In the
above example, the Session Number is 0 (zero). As a result, all new or
updated entries in this key will also receive the Session Number of 0.

(DeFauIt}l REG_SZ (walug not set)
LIEME_CTLCLIF'.CDLInt:ctDr REG_EIMARY 00 00 00 00 02 00 00 0000 00 a0 Qo 00 00 0o 0o
UEME_CTLSESSION REG_BIMARY 00 00 00 00 00 000000

LIEME_RLINPF'.TH REG_BIMARY 00 00 00 00 06 00 00 00 40 53 2e cb 62 be c6 01
LIEME_RLINF‘.C\TH:C:'I,WINDOWS'I,EXDIDrer.Exe REG_BIMARY 00 00 00 00 06 00 00 00 40 53 Ze cb 62 b c6 01
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Default)
UEME_CTLCUAC-:-unt:u:t-:-r
[BY)UEME_CTLSESSION

(28] LEME_RUNPATH

In the figure above, the Explorer process has been stopped and
restarted via the Task Manager. This has resulted in two new entries
being placed in this key. One key is the path to the executable
explorer.exe. The second entry, UEME_RUNPATH, is essentially a
counter that increments each time a RUNPATH type value is added or
changed. This value will be referred to here as the BASE RUNPATH.
The format of any RUNPATH value appears to be the same.

The first four bytes (DWORD) is the Session Number. As the Session is
currently 00 (as indicated by CTLSESSION), then this value is also 00.
The next DWORD is a counter that increments each time an entry is
updated. For unknown reasons, this value starts at 6, indicating a use
count of 1. The next eight bytes is a 64-bit Date and Time value. Note in
this example that the Date and Time values for the two new entries are
identical.

REG_S5Z (value nok set)

REG_BIMARY 0000 Q0 00 02 00 00 00 00 00 00 00 00 00 a0 0o
REG_BIMARY 0000 00 00 00 0000 0o

REG_BIMARY 0000 00 00 09 00 00 00 30 2c d3 00 &f ba o5 01

UEME_RUNPF-\TH:C:'!,F‘rUgram Files) TechSmithSnaglt 7\Snaglt3z.exe REG_BIMARY 0000 00 00 06 00 00 00 b0 ea F3 F1 6e bé o6 01

UEME_RUNPHTH:C:'I,F‘ngram FilasiWindows NT\Accessories|\WORDPAD EXE  REG_BIMARY 00 00 00 00 06 00 00 00 30 Zc d8 00 &6F b6 o6 01
UEME_RUNPHTH:C:'I,WINDOWS'I,EXpIDrer.exe REG_BIMARY 00 00 00 00 06 00 00 00 40 53 Ze cb 62 b6 6 01

[R8] UEME_RUNPATH: Snaglt 7.Ink

UEME_ISCUT

REG_BIMARY 0000 00 00 08 00 00 00 e0 &6 de F1 &e bs o6 01
REG_BIMNARY 00 00 00 00 07 00 00 00 40 71 d3 00 &f be 6 01

The figure above resulted from first opening the program Snaglt via a
desktop shortcut. A WordPad document was then opened by double-
clicking it and letting Windows call the appropriate program.

The first action (Snaglt) resulted in the addition of the RUNPATH value
for Snaglt.Ink, as a desktop shortcut was used to launch it (note that it
has a use count of 06). This action also updated the BASE RUNPATH
value by incrementing the use counter to 07 (not shown), then updating
the date and time value (not shown). The action also caused the value
UEME_UISCUT to be generated with a use count of 6 and an updated
date and time (not shown). This new value is referred to here as
UISCUT (for “User Interface-Shortcut”).

The shortcut I used in turn called the program Snaglt.exe, which caused
the addition of the RUNPATH value for Snaglt.exe. This caused the
BASE RUNPATH value’s counter to be updated to 08 (not shown) and

its date and time to be updated (not shown).

The next action, double-clicking a WordPad document, incremented
the UISCUT value and updated its date and time. Windows then called
WordPad, resulting in the addition of the WORDPAD.EXE RUNPATH
value and the updating of the BASE RUNPATH to 09 with a current date
and time. It is important to note that the updating the UISCUT value
did not increment the BASE RUNPATH value. In the figure below, the
BASE RUNPATH value has a date and time value identical to the value
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in WORDPAD.EXE. It is also important to note that the date-and-time
value in UISCUT is actually only a few milliseconds from the date and
time in the BASE RUNPATH value.

(DeFauIt) REG_52 {value not set)
UEME_CTLCLIP.CDunt:EtDI’ REG_BIMARY 0000 00 00 02 00 00 00 00 00 00 00 00 00 00 0d
UEME_CTLSESSION REG_BIMARY 00 00 00 00 00 00 00 00

UEME_RUNPF'.TH REG_BIMARY 00 00 00 00 06 00 00 00 c0 Sb 9b 5F 6F be o6 01
UEME_RLINPF\TH:C:'I,WINDOWS'I,S}.-'StemSZI,NOTEPHD.EXE REG_BIMARY 00 00 00 00 06 00 00 00 0 5b 9b 5F 6f be c6 01
UEME_UISCUT REG_BIMARY 00 00 0000 06 00 00 00 c0 79 96 5F &f bé o6 01

As an additional example, shown in the figure above, the count key was
cleared, then a single text document was opened by double-clicking it.
Again, the UISCUT and BASE RUNPATH values each incremented only
one time.

START MENU

(Default) REG_5Z {walue not set)

UEME_CTLCUP.CDunt:CtDr REG_BIMARY 0000 00 00 02 00 00 00 00 00 00 00 00 00 00 00
LIEME_CTLSESSION REG_BIMARY 0000 00 00 00 00 00 00
UEME_RUNPIDL:%csidlZ"“fo'l,Games'l,FreeceII.Ink REG_BIMARY 0000 00 00 02 0000 00 00 00 00 00 00 00 00 00
UEME_RUNPIDL:%csidl2°fo'l,Games'l,Hearts.Ink REG_BIMARY 0000 Q0 00 02 00 00 00 00 00 00 00 00 00 00 00
LIEME_RUNPIDL:°.-"oEsid|2°.-"o'l,Games'l,Internet Backgamman. Ink. REG_BIMARY 0000 00 00 02 0000 00 00 00 00 00 0000 00 00
UEME_RUNPIDL:%csidl2°fo'l,Games'l,Internet Checkers.Ink REG_BIMARY 0000 00 00 02 00 00 00 00 00 00 00 00 00 00 00

LIEME_RUNPIDL:%csid|2°.="o'l,Games'l,Internet Hearts. Ink. REG_BIMARY 0000 00 00 02 00 00 00 00 00 00 00 00 00 00 00
UEME_RUNF‘IDL:%csid|2°.-"o'l,Games'l,Internet Rewversi.ink, REG_BIMARY 0000 00 00 02 0000 00 00 00 00 00 00 00 00 00
LIEME_RUNPIDL:%csid|2°.="o'l,Games'l,Internet Spades.ink REG_BIMARY 0000 00 00 02 00 00 00 00 00 00 00 00 00 00 00
UEME_RUNPIDL:%csidI2°fo'l,Games'l,Minesweeper.Ink REG_BIMARY 0000 00 00 02 0000 00 00 00 00 00 00 00 00 00
LIEME_RUNF‘IDL:°.-’ocsidlZ“.-‘b'l,Games'l,F‘inbal|.|nk REG_BIMARY 0000 00 00 0Z 00 00 00 00 00 00 00 00 00 00 00
UEME_RUNPIDL:°.-"ocsid|2°‘.-"o'l,Games'l,SD|itaire.|nk REG_BIMARY 0000 00 00 0Z 0000 00 00 00 00 00 00 00 00 00
LIEME_RUNF‘IDL:°.-"ocsid|2°.-’o'l,Games'l,Spider Solitaire. Ink. REG_BIMARY 0000 00 00 02 00 00 00 00 00 00 00 00 00 00 00

As shown in the figure above, the Count Key was cleared again, prior to
navigating to Start > Programs > Games. From this location, the mouse
was held over, but not clicked on, each item in the list. In this instance,
every item “moused” over is displayed in the list; however; each entry has
a use count of 2. Note that these items start with UEME_RUNPIDL.
None of the entries have a date or time entry. Note that, over several
tests, this information was not written consistently.
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(DeFauIt) REG_5Z (walue not set)

LIEME_CTLCUP.CDunt:cI:Dr REG_BIMARY 0000 00 00 02 00 0000 A0 00 00 00 Q0 00 00 00
LIEME_CTLSESSION REG_BIMARY 00 0000 00 00 00 00 o0

UEME_RLINPP.TH REG_BIMARY 00 0000 00 06 00 00 00 o 1F bd d2 70 bé c& 01
LIEME_RUNF‘P.TH:C:'I,F‘I‘Dgram Files)windows NT\Pinball\PINEALL . EXE REG_BIMARY 00 0000 00 06 00 0000 co 1f bd d2 70 b6 c6 01
LIEME_RLINPIDL REG_BIMARY 0000000007 000000d0F3bsdz 70bs ce 01
LIEME_RUNF‘IDL:°.u’ocsidl2°fo'l,Games REG_BIMARY 00 00 00 00 06 00 00 00 dd F3 bS d2 70 bé o6 01
LIEME_RUNPIDL:°.-"oCsid|2°.-"o'l,Games'l,Freece||.|nk REG_BIMARY 00 0000 00 02 00 00 00 00 00 00 00 00 00 00 00
UEME_RUNPIDL:%csidl2°fo'l,Games'l,Hearts.Ink REG_BIMARY 000000 00 02 00 0000 a0 00 00 00 Q0 00 00 00
LIEME_RUNPIDL:°.-"oCsid|2°.-"o'l,Games'l,Internet Backgammon. Ink. REG_BIMARY 00 0000 00 02 00 00 00 00 00 00 00 00 00 00 00
UEME_RUNPIDL:%csidl2°fo'l,Games'l,Internet Checkers.Ink REG_BIMARY 000000 00 02 00 0000 a0 00 00 00 Q0 00 00 00
LIEME_RUNPIDL:°.-"oCsid|2°.-"o'l,Games'l,Internet Hearts.Ink REG_BIMARY 00 0000 00 02 00 00 00 00 00 00 00 00 00 00 00
LIEME_RUNPIDL:°.focsidl2°fo'l,Games'l,Internet Reversi.Ink REG_BIMARY 0000 00 00 02 00 0000 00 00 00 00 Q0 00 00 00
LIEME_RUNPIDL:°.-"oCsid|2°.-"o'l,Games'l,Internet Spades.Ink REG_BIMARY 00 0000 00 02 00 00 00 00 00 00 00 00 00 00 00
UEME_RUNPIDL:°.n“ocsidI2°fo'l,Games'l,Minesweeper.Ink REG_BIMARY 0000 00 00 02 00 0000 00 00 00 00 Q0 00 00 00
LIEME_RUNF‘IDL:°.-"ocsid|2°.-"o'l,Games'l,F‘inba".|nk REG_BIMARY 00 0000 00 06 00 00 00 do £3 b d2 70 b ca 01
UEME_RLINPIDL:°.n“ocsil:||2°fo'l,Games'l,SDIitaire.Ink REG_BIMARY 0000 00 00 02 00 0000 A0 00 00 00 Q0 00 00 00
LIEME_RUNF‘IDL:°focsidI2°fo'l,Games'I,Spider Solitaire. Ink. REG_BIMARY 00 0000 00 02 00 00 00 00 00 00 00 00 00 00 00

Next, Pinball was started from the Start menu. The figure above shows
that a value named RUNPIDL was created and was given a use count of
06; this value will be referred to here as the BASE RUNPIDL. The BASE
RUNPIDL value appears to track items accessed from the Start menu
similarly to how the BASE RUNPATH value tracks executed programs
and link files. Next, an entry was created for the RUNPIDL value
Pinball.Ink. This entry was also given the use count value of 06. Next, the
BASE RUNPIDL value was updated to 07 and an entry was created for
the Games folder.

It is interesting to note that all three of these entries (RUNPIDL,
Pinball.exe and the Games folder) have the same date-and-time value.
In additional testing, it was noted that the Games folder entry and the
Pinball.Ink entry did have different date-and-time values, although they
were within a few milliseconds. In all cases, the entry for the folder was
made after the entry for the link file.

After these entries were made, the BASE RUNPATH entry was updated
and the entry was made for PINBALL.EXE (as shown in the figure
above).

When an item in the Start menu is more then one folder deep, entries
are made for each folder. The entries are made from the deepest folder
back. The figure below is from the program named Regmon that can
monitor writes to registry keys. The Regmon program was used to
monitor writes to this key when opening FI'K Imager from the Program
menu. The figure shows the order in which the entries are actually
written (read from the top down).
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0000 000008 000000 ...

RUMPIDL L

_RUMPIDL: %caid 2% accessD atahF TE, ImagersFTE. Imager. Ink, LIEES 0000000008 000000...
_RLMPIDL SUUCCESS 00000000O0CO00000...
_RUNPIDL: Zesidi2E \AccessD ata\FTK. Imager SUCCESS 0000000008 000000..

_RUNPIDL SIUCCESS 0000000000 000000
_RUMPIDL: %caidl2 3 \AccesData SUCCESS 0000000008 000000...
_RUMPATH SUCCESS 0000000000 000000 ...
_RUMPATH:C:MProgram FileshAccessDatahdccessData FTE Imager\FTE, Imager.ese SUCCESS 0000000006 000000,

As a further example, the NOTEPAD.EXE program was started from the
Start menu. Values are created and updated as expected, as shown in
the figure below.

(Default) REG_5Z (value nok set)

UEME_CTLCUF\CDunt:ctDr REG_BIMARY 00 0000 00 02 00 00 00 00 00 00 00 00 00 00 00
UEME_CTLSESSION REG_BIMARY 00 00 00 0o 00 00 00 0d

UEME_RLINPF\TH REG_BIMARY 0000000007 000000d0céc? 04 71 bé ca 0l
UEME_RUNF‘F\TH:C:'I,F‘ngram FilestWindows NT\Pinball\PINEALL . EXE REG_BIMARY 00 0000 00 06 00 0000 cd 1F bd d2 70 bE c6 01
UEME_RLINPF\TH:C:'I,WINDOWS'I,S';.-'stem32'I,nDtepad.exe REG_BIMARY 000000 00 06 00 0000 dO cé c9 04 71 bé ca 01
UEME_RUNPIDL REG_BIMARY 00 0000 00 09 00 0000 d0 55 7 04 71 be c6 01
UEME_RLINF‘IDL:°.-"ocsid|2°.-’o'l,.ﬂ.ccessories REG_BIMARY 00 00 00 00 06 00 00 00 d0 55 ¢7 04 71 ba c6 01
UEME_RUNPIDL:“‘.-"ocsid|2°.-"o'l,P.ccessnries'l,NDtepad.Ink REG_BIMARY 00 0000 00 06 00 00 00 d0 55 c7 04 71 bé cé 01
UEME_RLINF‘IDL:°.-"ocsid|2°.-’o'l,Games REG_BIMARY 00 00 00 00 06 00 00 00 do £3 b d2 70 bé ca 01
UEME_RUNPIDL:“‘.-"ocsid|2°.-’o'l,Games'l,Freecell.Ink REG_BIMARY 0000 00 00 02 00 0000 A0 00 00 00 Q0 00 00 00
UEME_RLINF‘IDL:°focsid|2°a’o'l,Games'l,Hearts.Ink REG_BIMARY 00 0000 00 02 00 00 00 00 00 00 00 00 00 00 00
UEME_RUNPIDL:°.-"ocsid|2°.-’o'l,Games'l,Internet Backgammon. Ink, REG_BIMARY 0000 00 0002 00 000000 00 00 00 00 00 00 00
UEME_RLINF‘IDL:%csidl2°.-’o'l,Gan'|es'l,Internet Checkers.Ink REG_BIMARY 000000 0002 00 0000 A0 00 00 00 a0 00 00 a0
UEME_RLINPIDL:°.-"ocsil:||2°a"o'l,Games'l,Internet Hearts.Ink REG_BIMARY 00 0000 00 02 00 00 00 00 00 00 00 00 00 00 00
UEME_RUNF‘IDL:°.-"ocsid|2°.-’o'l,Gan'|es'l,Internet Reversi.Ink REG_BIMARY 0000 00 00 02 00 0000 00 00 00 00 Q0 00 00 00
UEME_RLINPIDL:°.-"ocsil:||2°a"o'l,Games'l,Internet Spades.Ink REG_BIMARY 00 0000 00 02 00 00 00 00 00 00 00 00 00 00 00
UEME_RUNPIDL:°.-"ocsil:||2°.-"o'l,Gan'|es'l,Mineswee|:uer.Ink REG_BIMARY 0000 00 00 02 00 0000 00 00 00 00 Q0 00 00 00
UEME_RLINPIDL:°.-"ocsil:||2°.-"o'l,Games'l,Pinba||.|nk REG_BIMARY 00 00 00 00 06 00 00 00 d0 3 bS d2 70 bé c& 01
UEME_RUNPIDL:°.-"ocsil:||2°.-’o'l,Gan'|es'l,SI:||itaire.Ink REG_BIMARY 0000 00 00 02 00 0000 00 00 00 00 Q0 00 00 00
UEME_RLINF‘IDL:°.-"ocsid|2°.-’o'l,Games'l,Spider Solitaire. Ink REG_BIMARY 00 0000 00 02 00 00 00 00 00 00 00 00 00 00 00

Lastly, it appears that the RUNPIDL information is recorded only when
the Windows XP Start menu is used. If the “classic” Start menu is used,
RUNPIDL information is not recorded. In the figure below, the Solitaire
program was opened from the Start menu while using the “classic”
menu.

Type Data

REG_SZ (walue naot set)
UEME_CTLCUF'.CDunt:ctDr REG_BIMARY 0000 00 0002 00 0000 00 00 00 00 00 00 00 00

UEME_CTLSESSION REG_BIMARY 00 0000 00 00 00 00 00
UEME_RLINPF\TH REG_BIMARY 00 00 00 00 06 00 00 00 30 44 08 b3 7a b9 c6 01
UEME_RUNPF\TH:C:'I,WINDOWS'I,S'}.-’S':BH’I32'|,SD|.BXB REG_BIMARY 00 0000 00 06 00 0000 90 44 08 b3 7a b2 cé 01
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DESKTOP ITEMS

ab /D

Starting from a fresh Count Key, My Computer was opened by double-
clicking the icon on the desktop. This resulted in a UISCUT value being
created (or updated). It also caused the expected change to the BASE
RUNPATH value. The value created for the actual shortcut was not
called My Computer. Instead, a GUID entry was used.

REG_SZ (value not set)

[RH]UEME_CTLCUACoURE: ctor REG_BINARY 00 00 00 00 02 00 00 00 00 00 00 00 00 00 00 00
28| UEME_CTLSESSION

2] LUEME_RUNPATH

REG_BIMARY 00 00 00 00 0000 00 00
REG_BIMARY 00 00 00 00 06 00 00 00 30 4b 3c 5d 71 bé c6 01

Ei LUEME_RUMNPATH:: : {20D04FED-3AEA-1069-42D8-080026303090} REG_BIMARY 00 00 00 00 06 00 00 00 30 4b 3c 5d 71 b6 ca 01

4] UEME_LISCUT

Fis Dt Ve Fevores  Help

Py Compuiter B _CLASSES, 8060 T SIDH [(2000MPET

REG_BIMARY 00 00 00 00 06 00 00 00 30 4b 3c 5d 71 bé c6 01

Many instances were found where GUID entries are used. Some
examples are My Computer, My Network Places and the Recycle Bin. By
searching the registry for this GUID value, it can be identified as
belonging to “My Computer” via the CLSID Key located in the
SOFTWARE registry file at\classes\CLSID or in a live registry at
HKEY_CLASSES_ROOT\CLSID\ In the example below, the CLSID key
identifies this GUID as belonging to My Computer.

AR | DS AT DB0008 NI N0

The following figure shows other examples of GUIDs created from
various Desktop Icons. In this example:

*  208D2C60-3AEA-1069-A2D7-08002B30309D = My Network Places
e 20D04FE0-3AEA-1069-A2D8-08002B30309D = My Computer

e 450D8FBA-AD25-11D0-98A8-0800361B1103 = My Documents

* 645FF040-5081-101B-9F08-00AA002F954E = Recycle Bin

©2008 AccessData Corporation. All Rights Reserved 90208
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Desktop icons without corresponding GUIDs appear to be treated as any
typical link file.

Marne Type Drata
(DeFauIt) REG_S5Z {value nat set)
UEME_CTLCUP.CDunt:ctDr REG_BIMARY 000000 00 02 0000 0000 00 00 00 00 00 00 00
UEME_CTLSESSION REG_BIMARY 00 00 00 00 00 00 00 00
UEME_RUNPF\TH REG_BIMARY 0000000003 000000a065c30Fdb2dc? 0l

UEME_RUNPHTH: {20802 C60-3AEA-1069-A207-050026303090} REG_BIMARY 0000 00 00 06 00 00 00 50 19 4d 0e db 2d c7 01
UEME_RUNPF\TH: 1:{Z0D04FED-3AEA-1069-AZD8-080025303090 REG_BIMARY 0000 00 00 06 00 00 00 FO 41 46 0b db 2d c7 01
UEME_RUNPHTH: 11{45008FEA-ADZ5-1100-2848-080036161 103} REG_BIMARY 0000000006 0000 00 b0 37 fE0cdb 2d c7 01
UEME_RUNPF\TH: 11{645FF040-5081-101B-9F03-00AA00ZF 954E} REG_BIMARY 0000 000006 0000 00 a0 65 c30F db 2d c7 01
UEME_UISCUT REG_BIMARY 0000000009 0000 00 &0 65 c30F db 2dc7 01

Another interesting set of entries found in this key comes from use of
the Internet and email shortcuts that can be optionally added to the
Start menu. The example in the figure below shows these icons. The
icon for WordPad is from the UserAssist key. There is a very faint line
separating the two sections.

Internet __J My Documents
Mozilla Firefox

z} My Recent Documents #

E-mail

Hotrnail \
eths ::j My Pictures

: A _
@ wardPad J My Music

—
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[2B(Defaulr)

The Customize Start Menu settings can be managed through the start
menu properties.

Customize Start Menu

General | Advanced

Select an icon size for programs

JJIE (%) Large icong ) ) Small icons

Programs

The Start menu containg shortcuks to the programs you use most often.
Clearing the ligt of shortcuts does not delete the programs.

MHumber of programs on Start mernw; &

Show on Start menu

Internet: Mozilla Firefox

E-mail: Hoatrmail

ak. ] [ Cancel

Using these shortcuts also results in GUID entries. Tracing these entries
through the CLSID key shows that 2559a1f4-21d7-11d4-bdaf-
00c04f60b9f0 = Internet, and 2559a1f5-21d7-11d4-bdaf-00c04£60b9f0 =
email. Note that there are also corresponding entries for the actual
programs.

REG_5Z (walue not set)

L.IEME_CTLCLIF\CDunt:ctUr REG_BIMARY 00 0000 00 02 00 00 00 00 00 00 00 00 00 00 00
UEME_CTLSESSION REG_BIMARY 00 0000 00 00 00 00 00

[R%] UEME_RUNPATH

REG_BIMARY 00 0000 00 08 00 0000 60 a9 a5 fb 53 54 bf 01

UEME_RUNP.C\TH:C:'I,Program FilesiInternet Explorerijiexplore, exe REG_BIMNARY 00 0000 0007 00 0000 60 a9 a5 fb 53 54 bF 01

UEME_RLINPATH:C:'!,Pngram FilesiOutlook Expressimsimn. exe REG_BIMARY 000000 00 06 00 0000 bd al 31 d2 535 54 bf 01

[R8] UEME_RUNPIDL

REG_BIMARY 00 0000 00 03 00 00 00 60 &9 a5 fb 53 54 bf 01

UEME_RLINPIDL: 11{2555A1F4-2107-1104-BDAF-00C04F60E9F0} REG_BIMARY 00 0000 00 07 00 0000 60 a9 a5 fb 53 54 bf 01
UEME_RUNPIDL: 11255941 F5-2107-1104-BDAF-00C04FE0ESF0} REG_BIMARY 00 0000 00 06 00 00 00 bd al 31 42 53 54 bf 01

There is a location in the registry where you can identify which program
is associated with each of the above settings. These values are at
HKEY_CURRENT_USER\Software\Clients\ in a live registry and in a
user’s NTUSER.DAT file at SOFTWARE\Clients. The figure below shows
the value StartMenulnternet holding the value Firefox.exe. The value
Mail (not shown) indicates Hotmail.
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Note: Similar values are stored at
HKEY_LOCAL_MACHINE\SOFTWARE\Clients; however, these
values do not always coincide with the active StartMenu choices.

Dats

FIEFG) -]

| Chents
] madl
W StartManulntermet
— CoffesCup Software
1 CoreVorkes
1 Counterpane Systems
] DNebworks

Iy Computer|HKEY _CURRENT _USER|Software}Chents| StartMenulnbernet

In the example in the figure below, the StartMenulnternet option was
originally set to Firefox. Using that menu item resulted in the GUID
ending in BI9F0 (StartMenulnternet) and also the entry for Firefox.exe
itself. Next, the option was changed to Internet Explorer in the Start
Menu properties, then that menu item was executed again. This
resulted in a new entry for iexplorer.exe, and the GUID value remained
the same with an updated time. The entry for explorer.exe existed prior
to this test.

Mame Tvpe Craka

[ab}Default) | REG_SZ {walue nat set)

UEME_CTLCUF\CDUnt:CtDr REG_BIMARY 00 00 00 00 02 00 00 00 0000 00 00 00 00 00 0O
UEME_CTLSESSION REG_BIMARY 0000 00 000000 00 0o

UEME_RUNPATH REG_BIMARY 0000 000003000000 20 b3 2b 07 &6 13 c7 01
UEME_RUNPATH:C:'I,PROGR.QNI'I,MOZILLNI'I,FIREFOX.EXE REG_BIMARY 000000000&0000005S0db 41 d5e5 13 c7 01
UEME_RUNPATH:C:'I,Program FilestInternet Explorerijexplore, exe REG_BIMNARY 0000 000005000000 2003 2b07 &6 13 c7 01
UEME_RUNPATH:C:'I,WINDOWS'I,BXplDrer.exe REG_BIMARY 0000 000006 00000080 335db9 e5 13 c7 01
UEME_RUNF‘IDL REG_BIMARY 0000000007 0000002003 2b07 66 13 c7 01
UEME_RUNPIDL: 11 {25594 1F4-2107-1104-BDAF-00C04FA0BIF0} REG_BIMARY 0000000007 0000002008 2b07 ef 13 c7 01

Starting with a fresh Count Key, the Time and Date control was opened
from the Desktop. This resulted in an entry named RUNCPL, which will
be referred to as the BASE RUNCPL (below). The behavior of this key is
identical to the RUNPATH and RUNPIDL in that it increments each
time a corresponding value is added. In this instance, a value named
timedate.cpl was added.

Marmne Type Data

(Default) REG_5Z {value not set)
LIEME_CTLCUF\CDunt:ctDr REG_BIMARY 0000 00 00 02 0000 00 00 00 00 00 0000 00 00

UEME_CTLSESSION REG_BIMARY 0000 00 00 00 0000 oo
LIEME_RUNCPL REG_BIMARY 00 00 00 00 06 00 00 00 40 f1 47 a9 7e b9 c6 01
UEME_RUNCF‘L:timedate.l:pl REG_BIMARY 0000 00 00 06 00 00 00 40 F1 47 &9 7e b9 6 01

Next, the Time and Date control was opened from the Control Panel in
the Start menu. This still resulted in the BASE RUNCPL value being
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updated; however, it also resulted in a different individual value ending
in the words “Date and Time” (in the figure below). This may be
important in investigations where a user is alleged to have altered date
and time information.

Note: The date and time recorded is captured when the item is accessed.
For example, if you open the Time and Date Control console on
July 31, 2006, change the date to July 31, 2010 and close the control
console, the date and time recorded will be the 2006 date. If you
were to open the console to change the date back to 2006, the new
date and time would reflect the 2010 date.

The Session ID and Session Time may also assist in determining
chronological ordering of these events (see Session ID on page 14).

(DeFauIt) REG_SZ {walue not set)
UEME_CTLCLIP.Count:ctDr REG_BIMARY 0000 00 Q002 00 00 00 00 00 00 00 00 00 00 00
UEME_CTLSESSION REG_BIMARY 00 00 00 00 00 00 00 00

[R8]UEME_RUNCPL REG_BIMARY 00 00 00 00 0F 00 00 00 30 3b 38 60 73 b6 6 01
[R8] LEME _RUNCPL:"C \WINDOWS) system32)timedate, cpl”, Date and Time  REG_BIMARY 00 00 00 00 08 00 00 00 30 3b 36 60 73 bé o6 01
[R%] UEME_RUNCPL:timedate. cpl REG_BIMARY 00 00 00 00 06 00 00 00 b0 &0 ¢l 2& 73 bé o6 01

The figure below some other example of items in the Control Panel, as
well as opening the Security Center via the Start menu.

Marne Type Drata

(Default) REG_SZ {value not set)

LIEME_CTLCUACDunt:CtDr REG_BIMARY 0000 00 (0 02 00 00 0000 00 00 00 00 00 00 00
LIEME_CTLSESSION REG_BIMARY 00 00 00 00 00 00 00 00

UEME_RUNCPL REG_BIMARY 00000000 0b000000b09Y caeldszbdcaOl
LIEME_RUNCF‘L:"C:IWINDOWS'l,svstemSZ'l,appwiz.cpl",ndd or Remove Programs  REG_BIMNARY 0000 00 00 06 00 00 00 cd 8c 27 ¢ 82 b c6 01

UEME_RUNCPL:"C:'l,WINDOWS'l,svstemSZ'l,desk.cpl",DispIay REG_BIMARY 0000000006 0000005014d88782b9ca 01
LIEME_RUNCF‘L:"C:'I,WINDOWS'I,svstemSZ'I,Firewall.cpl",WindDws Firewall REG_BIMARY 0000 00 00 06 00 00 00 FO 77 93 a5 82 b9 ca 01
LIEME_RUNCPL:"C:'|,WINDOWS'l,svstemSZ'l,nusrmgr.cpl",User Accounts REG_BIMARY 000000000&0N0000b097 cae382b9ca 01
LIEME_RUNCF‘L:"C:'I,WINDOWS'I,svstemSZ'I,WSCLIi.tpl",Security Center REG_BIMARY 0000 00 00 06 00 00 00 40 2b &4 bé 52 b9 o6 01
LIEME_RUNCPL:desk.cp| REG_BIMARY 00000000 060000008009 1192 52h9 ch 01
UEME_RUNF‘ATH REG_BIMARY 0000 00 00 07 00 00 00 40 54 be af 82 b3 c6 01

LIEME_RUNPATH:C:'I,WINDOWS'I,systemSE'I,mmE.exe REG_BIMARY 0000 00 00 06 00 00 00 40 54 be af 82 b3 c& 01

UEME_RUNF‘ATH:C:'l,WINDOWS'I,system32'I,rundll32.exe REG_BIMARY 0000 0000 0600000030 ab 199d 82 b9 o6 01
LIEME_RUNPIDL REG_BIMARY 0000 00 00 08 00 00 00 80 93 fF 9c 82 b9 c& 01

UEME_RUNPIDL:°.-"ocsid|2°.-"o'l,.f\ccessories REG_BIMARY 0000 00 00 06 00 00 00 S0 93 fFF 9c 82 b3 6 01

LIEME_RUNPIDL:%csidI2°fo'|,.¢\ccessories'|,5ystem Toals REG_BIMARY 0000 00 00 06 00 00 00 ed Oc Fe 9c 82 b9 ca& 01

UEME_RUNPIDL:%csidI2°fo'l,F'.ccess-:ries'l,System Tools\Security Center.Ink REG_BIMNARY 0000 00 00 06 00 00 00 40 86 Fc 9¢ 82 b9 c6 01
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QUICK LAUNCH TOOLBAR

The Quick Launch Toolbar appears to have two sections. They will be
referred to here as Resident (residing in the actual toolbar) and
Nonresident (in the extended “>>” area of the toolbar).

&) windows Media Player

iy Start

Running programs whose icons are “resident” will not place records in
the Key; however, the UEME_UIQCUT item will be updated each time.
In the below example, starting with a clean Count Key, Internet
Explorer was started from the Quick Launch Toolbar.

Tvpe Data

REG_SZ (value not set)

REG_BIMARY 00 00 00 00 02 00 00 00 00 00 00 00 00 00 4o 0o
LIEME_CTLSESSION REG_BIMARY 00 00 00 00 40 00 Qo a0
LIEME_LIIQCLIT REG_BIMARY 0000000006000000c021 d507 d7 bF 6 01

Running an extended item such as Media Player (shown above) will
cause a value to be written but will not increment UEME_UIQCUT
(shown below).

Marne Type Data

(Default) REG_SZ (walue not set)

UEME_CTLCUF\CDUnt:EtDr REG_BINARY 00 0000 00 02 00 00 00 0000 00 00 00 00 00 00
UEME_CTLSESSION REG_BIMARY 00 00 00 00 00 00 00 00

UEME_RLINP.C\TH REG_BIMARY 000000 00 06 00 00 00 40 25 a6 21 47 bf ca 01
UEME_RLINPATH:C:'l,Program Files\'Windows Media Plaveriwmplaver.exe REG_BIMNARY 000000 00060000 00d02b a6 21 d7 bF c6 01
UEME_UIQCUT REG_BIMARY 000000 00 06 00 00 00 =0 21 d5 07 47 bf 6 01

Lastly, the Count Key was again deleted, and an Internet shortcut was
created on the Desktop and executed. This resulted in the entries being
made in the Count Key for the GUID ending in ACF9, as shown in the
figure below. Note that they include entries for the URL, the executable,
and UISCUT.

21 tips A Mame Type Data
(23 TrayMotify (Default) REG_SZ (walue not set)
(2 User Shell Folders (8% UEME _CTLCUACoUNt chor REG_BINARY 00 00 00 00 02 00 00 00 00 00 00 00 00 00 00 00
= -
= ] UserAssist [R8]UEME_CTLsESs10N REG_BIMNARY 00 00 00 00 00 00 00 00

=@ [{:SIE?;;BL;?E"?HS'I LeF-Al [84] UEME_RUNPATH REG_RIMARY 00 00 00 00 07 00 00 00 00 &8 dO 71 50 54 bf 01

= (0] 47504E700-EF1F-1100-96 UEME_RUNPATH:C:'I,WINDOWS'I,explorer.exe REG_BIMNARY 0000 0000 06 0000 00 10 90 7F &1 50 54 bF 01
T UEME_RUNPATH:WEICDme to AccessDatal,url REG_BIMARY 00 00 0000 06 00 00 00 00 a8 d0 71 50 54 bF 01
i UEME_UISCUT REG_BIMARY 00 00 0000 06 00 00 00 00 45 d0 71 50 54 bF 01
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SESSION ID

In an apparent effort to group these entries chronologically, the first
DWORD of each entry holds a numeric value that will be referred to
here as the Session ID. At some point, the value CTLSESSION will be
updated to hold two pieces of information. Testing thus far indicates
that a new session is created in somewhere between 12 hours and 24
hours. The factors (such as activity) that may affect this are unknown.
Initially the value is 00 with no timestamp. Rebooting or waiting a few
minutes appears to create the initial Session ID, regardless of the
elapsed time. As far as has been observed, the session ID number
continues to increment and does not reset.

The first DWORD of this value is actually a date and time reference for
this particular Session number (to be discussed in the next paragraph).
The second DWORD is the session number itself. As shown in the figure
below, the current session number is 01. This will cause any entry that is
created or updated to have that session number. Any existing entries
from prior sessions will keep their respective session ID numbers until
they are accessed again. At that time, they will be updated to the current
session.

The format for the date and time stored in the CTLSESSION value is
actually a standard 64-bit FILETIME, right-shifted 29 bits and stored in a
four-byte value. These can be converted by multiplying the stored value
by 536,870,911 (1FFFFFFF hex). In the example below, Oe 35 b3 c0 hex is
decimal 238400448. That value multiplied by 536,870,911 (1FFFFFFF
hex) is 127990265700568128 decimal or 01C6B677F1CA4C40. This
value, when plugged into many date and time utilities, shows the
following:

8/2/2006 14:09:30

Type [rata
(l REG_3Z {walue nok set)

E‘j U _CTLCUAC ounk : char REG_BIMNARY 0000 0000 02 000000 000000 0000 00 00 0d
UEME_CTLSESSION REG_BIMNARY c0 b3 35 0e 01 00 00 00

UEME_RUNF‘F\TH REG_BIMNARY 01 000000 16 00 00 00 e &8 ac &7 79 ba oA 01
UEME_RUNF‘F\TH: 1120802 CA0-3AEA-1069-A2D7-08002E303090} REG_BIMNARY 01 0000 00 06 00 00 00 70 ad 91 d5 79 b6 c6 01
UEME_RUNPF\TH: 1:{20D04FED-3AEA-1069-A2DE-080026303090 REG_BIMARY 01 0000 0007 000000 c0 3b eaf4 78 ba ca 01

UEME_RUNPF'.TH: 11{a45FF040-3031 - 101B-9F03-00AA00ZFIS4ET REG_BIMNARY 0100000007 000000508960 dc 72 ba o6 01
UEME_RUNPP.TH:P.EEBSSData Registry Wiewwer , Ink, REG_BIMNARY 0100000006 000000 1073b0ca7abacal
UEME_RUNPP.TH:C:'I,Dcn:uments and Settings\Wallace\Desktopiwinhex\win.,. REG_BINARY 010000 0006000000 c0723091 75 bé ca 0l
UEME_RUNF‘.C\TH:C:'l,Program Files\AccessDatalAccessData Registry Viewerl... REG_BINARY 01 0000 00 06 00 00 00 d0 40 c8 ca 78 bé c6 01

UEME_RUNF‘.C\TH:C:'l,Program Files\ TechSmithiSnaglt 715naglt3z. exe REG_BINARY 01 0000 00 06 00 00 00 e &8 ac &7 79 ba oA 01
UEME_RUNF‘F\TH:C:'I,PI‘Dgram Filestwindows NT\Accessories\WORDPAD EXE REG_BIMNARY 01 00 00 00 0F 00 00 00 30 da &c b7 78 ba c6 01
UEME_RUNPF\TH:C:'I,WINDOWS'I,svstemSZ'I,NOTEPF\D.EXE REG_BIMARY 0100000003 00000070 75c8 87 78 ba ca 01
UEME_RUNPF'.TH:C:'I,WINDOWS'I,systemSZ'I,regedtSZ.exe REG_BIMNARY 0100000006 000000 alcs af 72 78 ba o6 01
UEME_RUNPF'.TH:SnagIt 7.Ink. REG_BIMNARY 0100000006 000000109494 27 79 ba 5 01
UEME_LIISCUT REG_BIMNARY 01000000 13000000 1094947 7O9b6 c6 01
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The figure below shows how the Session number is updated only for
those items accessed, or for new items that are created.

(DeFauIt) REG_SE {walue not set)

UEI'\"IE_CTLCUP.CDunt:EtDr REG_EINARY 0000 00 00 02 00 00 0000 00 00 00 00 00 00 0o
UEME_CTLSESSION REG_BINARY cb 4a 36 0 04 00 00 00

UEME_RLINCPL REG_EIMNARY 04000000 1d 00 00 00 30 d7 9c &0 59 c9 ca 01

UEI""IE_RLINCPL:"C:'I,WINDOWS'I,systemSZ'l,timedate.cpl",Date and Time REG_EBIMNARY 0000000006 00000040 lad4b1a7bbéca0l
UEME_RLINCPL:tiI‘anatB.Ep| REG_EINARY 04 0000 00 1c 0000 00 30 d7 9c ac 59 ¢9 c6 01

UEME_RLINPF\TH REG_BINARY 04 0000 00 1d 00 00 00 30 a2 a8 58 7e ccc6 01
UEME_RLINP.C\TH:C:'I,Documents and Settingsiwallace Deskiopiwinhex| winHe:x . exe REG_BIMARY 0000000006 00000010 el dd eb 7abs c6 01
UEME_RUNP."-\TH:C:'I,F‘rogram Files\AccessDatalAccessData FTE Imager\FTE Imager . exe REG_BIMARY Q000000007 000000&80d6 01 d9 Fabscs 01
UEME_RLINPF-\TH:C:'!,ngram Files\ Tech3mithiSnaglt 7ySnaglt3z exe REG_BINARY 04 00 00 00 0a 00 00 00 30 a2 a8 58 7e cc o6 01
UEME_RLINP.QTH:C:'I,ngram Files\windows NTYAccessories|\WORDPAD.EXE REG_BINARY 01 0000 00 07 00 00 00 FO d5 54 35 7o be o6 01

UEME_RLINPF'.TH:C:'I,WINDOWS'I,explorer.exe REG_BINARY 000000 00 06 00 00 00 50 40 9b &8 7a bé o6 01
UEME_RLINP#\TH:C:'I,WINDOWS'I,systemSZ'I,NOTEF‘AD.EXE REt_BIMNARY 0100000006 000000504d03 b3 4507 ca01
UEME_RLINP#\TH:C:'I,WINDOWS'I,systemSZ'l,regedtSZ.exe REG_BIMNARY 040000000a000000 10 abeaas 59 c?c6 01
UEI""IE_RLINF‘F\TH:FTK Irnager.rk REG_BINARY 000000 0007 00 00 00 b0 36 F1 d5 7aba c6 01
UEME_RLINPF\TH:SnagIt 7.Ink REG_BINARY 040000 00 0a 00 00 00 60 ad 90 58 7e oo o6 01
UEME_UISCLIT REt_BIMNARY 04000000 10000000 60 ad 90 58 7e cc o6 01

5E6AB780-7743-11CF-A12B-00AAO04AE837 /COUNT

The Count key for the GUID ending in E837 contains information
relating to the use of Favorite Places in IE, as well as possibly other
actions not yet discovered. When newly created, this key holds only the
CTLSESSION value. The CTLSESSION value appears to operate the
same as the corresponding value in the previously discussed Count Key.
It was observed, however, that they are not the same date and time
(meaning that they operate independently).

[ stuckRectsz || Mame Type Data
(1 tips ] (Default) REG_5Z {value not set)
[ Trayhotify [R%] UEME_CTLSESSION REG_RIMARY 00 00 00 00 00 00 00 00
+-[_7] User Shell Folders
=1 Userissist
= D {SE6ABTE0-7743-1 1CF-A1 2B-00AA004AESS T}

5 Count
= D {75048700-EF 1F-11D0-9385-006097DEACFI}
[ count
[ settings
+-[_7] visualEFfects

The entries in the figure below result from using a Favorite Place entry
in Internet Explorer. The URL entry is created regardless of whether the
address is actually reached. The UITOOLBAR values were created when
any item in the standard toolbar was accessed. The value
UITOOLBAR:0x1,126 was created from clicking the Favorites button
within the toolbar. UITOOLBAR appears to increment with every use of
a toolbar button. The individual entries appear to be incremented once
when they are opened and again if the button is used to close that tool.
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MName Tvpe Daka

(Default) REG_SZ {walue not set)

LIEME_CTLCUF\CDunt:ctDr REG_BIMARY 01 00 00 00 02 00 00 00 0000 00 00 00 00 00 0O
UEME_CTLSESSION REG_BIMARY 71 9F 35 0e 01 00 00 00

LIEME_RUNPIDL REG_BIMARY 01 00 00 00 06 00 00 00 40 7b f& 4e ee 13 c¢7 01
UEME_RUNPIDL:°.-"ocsil:||6°.-"o'l,103.5 The Fowxurl REG_BIMARY 01 00 00 00 06 00 00 00 &0 01 fa 4e e 13 c7 0L
LIEME_UITOOLBF\R REG_BIMARY 01 00 00 0007 0000 00 60 ed 7b 4d ee 13 c7 01
UEl‘\"IE_UITOCZILBF'.R:EI><1J 126 REG_BIMARY 0100000007 000000 60ed 7h4dee 13 c7 01

The figure below shows this key after the use of several different tools
such as Favorites, Search, Research, Print etc. How individual
UITOOLBAR entries are identified is still being researched.

Marne Type Data

(Defa It) REG_SZ ({value not set)

UEME_CTLCUACDunt:CtDr REG_BIMARY 01 00 00 0002 00 00 00 00 00 00 00 00 00 00 00
LIEME_CTLSESSION REG_BIMARY 71 9F 38 0e 01 00 00 00

UEME_RUNPIDL REG_BIMARY 010000000300000000526968F0 132701
LIEME_RUNPIDL:°.-"ocsid|6°.-"o'l,103.5 The Fosx,url REG_BIMARY 0100000006000000e001 Fad4ees 13701
LIEME_RUNPIDL:°.focsid|6°fo'l,.ﬁ.ccessData Corparation.url REG_BIMARY 01000000060000000072a057F013c701
LIEME_RUNPIDL:°focsid|6°fo'|,http--www.sata-io.Drg-docs-serialata -aco.. REG_BINARY 01 00 00 00 06 00 00 00 00 52 69 63 0 13 c7 01
UEME_UITOOLBF'.R REG_BIMARY 01000000 190000006090 4b 560 13c7 01
LlEl‘\"lE_UIT'C)CILB.CWR:U)(lJ 104 REG_BIMARY 01 00000006000000e0ds0F09F0 13 c7 01
UEI‘\"IE_UITC:IC:ILB.\:'.R:l:lx1J 123 REG_BIMARY 0100000007000000c0cS7cdces 1370l
LlEl""lE_UITOCILB.‘:\R:U)(lJ 126 REG_BIMNARY 01 00 00 00 0d 00 00 00 6090 4b 56 F0 13 c7 01
UEME_UITOOLB#R:DXIJZEIDI REG_BIMARY 0100000003000000a0FcchbcSef 13c7 01
LIEME_UITOOLBF\R:UXIJZUUS REG_BIMNARY 0100000006000000d01232 4cef 13701
UEI‘\"IE_UITCII(:?ILB.\:'.R:EI)(‘?J 104 REG_BIMARY 0100000006000000e0ds0F09F013c7 01
LIEME_UITOOLBF\R:EIX‘I-,ZEIDI REG_BIMARY 0100000008000000a0FchcSef13c701
UEME_UITOOLB.\:\R:UX4JZUUS REG_EBIMARY 0100000006000000d012324cef13c701

In conclusion, the UserAssist key can provide significant information
regarding suspect activity such as which programs are consistently used,
evidence of uninstalled programs, evidence of a file’s existence, and so
on. As with most registry contents, this is uncharted territory. While the
described behavior has been found to be consistent, different platforms
and user configurations may produce different results. Anyone with
additional information or differing behavior is urged to contact the
author so that updates and additional research can be conducted.
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